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Abstract. In this paper, we propose a high capacity data hiding method in
binary document images towards semi-fragile authentication. Achieving high
capacity in binary images with strict imperceptibility criterion is found to be a
difficult task. In this method, noise type pixels are selected for pixel-wise data
embedding using a secret key. The data hiding process through pixel flipping
introduces some background noise in watermarked images and could preserve
relevant information. The reversible nature of noise pixel patterns used in flip-
ping process enables blind detection and provides high watermark capacity il-
lustrated in different test images. After extraction process, the background noise
is removed to generate the noise-free version of the watermarked image.

1 Introduction

Data hiding could address important applications of multimedia security by embed-
ding a proprietary mark which may be easily retrieved to verify about ownership and
authenticity [1]. There has been a growing interest in the authentication of binary
document images such as text, circuit diagrams, signature, financial and legal
documents. For such images in which the pixels take on only a limited number
of values, hiding significant amount of data for authentication purpose with strict
imperceptibility criterion becomes more difficult.

Low et al [2, 3, 4] introduced robust watermarking methods for formatted docu-
ment images based on imperceptible line and word shifting. The methods were ap-
plied to embed information in document images for bulk electronic publications. The
line shifting method was found to have low capacity but the embedded data was ro-
bust to photocopying, scanning and printing process. The word shifting method could
offer higher capacity than the line shifting method but the robustness was reduced to
printing, photocopying and scanning. Brassil and O’Gorman proposed a method in
[5], where the height of the bounding box enclosing a group of words could be used
as a feature for embedding. This method has a better data hiding capacity than the line
and word shifting methods. It was also robust to distortions caused by photocopying.

Wu and Liu hide authentication data in a binary image using a hierarchical model
in which human perception was taken into consideration [6]. Distortion that occurred
due to flipping of a pixel was measured by considering the change in smoothness and
connectivity of a 3x3 window centered at the pixel. In a block, the total number of
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black pixels is modified to be either odd or even for embedding the data bits. Shuf-
fling was used to equalize the uneven embedding capacity over the image. Koch and
Zhao [7] proposed a data hiding algorithm in which a data bit ‘1’ is embedded if the
percentage of white pixels was greater than a given threshold, and a data bit ‘0’ is
embedded if the percentage of white pixels was less than another given threshold.
This algorithm was not robust to attacks and the hiding capacity was low. Mei et al
modified an eight-connected boundary of a connected component for data hiding [8].
A fixed set of pairs of five-pixel long boundary patterns have been identified for em-
bedding data. A unique property of the method is that the two patterns in each pair are
dual of each other. This property allowed for blind detection of the watermark in a
document image.

Amamo and Misaki proposed a feature calibration method in which text areas in an
image were identified and the geometry of the bounding box of each text line was
calculated in [9]. Each bounding box was divided into four partitions and grouped
into two sets. The average width of the horizontal strokes of characters was modified
as a feature. In [10], a new perceptual measure based on curvature-weighted distance
measure was proposed towards perceptual watermarking of binary document images.
Puhan and Ho [11] proposed an exact authentication algorithm using the reversible
property of the perceptual measure so that the possibility of any undetected content
modification is removed. The method embeds an authentication signature computed
from the original image into itself after identifying an ordered set of low-distortion
pixels. The parity attack found in the block-wise data hiding methods becomes infea-
sible due to pixel-wise embedding of the authentication signature. Fragile authentica-
tion methods for tamper localization and restoration using imperceptible watermarks
have been proposed in [12, 13, 14].

The above described methods could effectively address the issue of authentication
and annotation using a fragile and imperceptible watermark. However, the hiding ca-
pacity achieved using the methods are not sufficient for semi-fragile authentication,
where a certain level of robustness against non-intentional signal processing is re-
quired. Due to simple pixel statistics in binary document images, it is found to be diffi-
cult for a high capacity watermark embedded with strict imperceptibility criterion. In
this paper, we describe an effective method for achieving high watermark capacity
with relaxed imperceptibility criterion. The paper is organized as follows: in section 2
the proposed method is discussed. In section 3, the experimental results showing high
capacity in several test binary images are presented. Finally, conclusions are drawn in
section 4.

2 Proposed Data Hiding Method

In document images, we obtain relevant information by recognizing various patterns
such as symbols, lines and curves etc. These patterns are represented by connected
foreground (black) pixels against a white background and they are the source of per-
ceived information. The existing embedding methods [6, 10, 13] use perceptual mod-
els to select a subset of foreground pixels along with certain white contour pixels so
that the imperceptibility criterion can be maintained. If other foreground pixels are
embedded to achieve higher capacity, there will be annoying distortion in the water-
marked image. Along with, the user may face difficulty in correct interpretation of the
document. In the proposed method, we select two types of pixel patterns shown in
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Fig. 1. The center pixels can be black or white, while other eight pixels are white. The
center pixels in these patterns do not convey important information for document
images. If these pixels are altered, a background noise will be formed in the image
which is similar to the salt-and-pepper noise found in case of natural images. It is
known that human vision has remarkable ability to recognize different struc-
tures/patterns in an image even in the presence of noise. So after embedding a
watermark in these pixels, the user can still obtain relevant information about the
document. Flipping of the center pixel in one pattern creates another and vice-versa;
so blind detection of the embedded pixels is possible. We shall outline the proposed
data hiding method in the following steps.

Embedding

1. The original image is divided into non-overlapping blocks of 3x 3 pixels.
Each such block is assigned a block index (/, ) in a sequential order starting
from left to right and top to bottom of the image.

2. If a block matches with one of the noise pixel patterns in Fig. 1, it is consid-
ered for embedding. The center pixel of such blocks is defined as noise
pixel.

3. Let the set of block indices corresponding to the noise pixels be denoted as
N. All bock indices in N are randomly permuted using the secret key K. Let
the set containing such permuted block indices be denoted as N, .

4. A binary watermark (W) of length L is used in embedding. The noise pixels
corresponding to the first L block indices in N, are embedded. A noise pixel

is set to black if the watermark bit is O; otherwise it is set to white.
Detection
5. To extract the embedded binary watermark sequence from an image, steps 1
and 2 are performed at the blind detector.
6. Similar to embedding, the set containing the permuted block indices ( NZ ) is
detected using the secret key K.
7. The noise pixels corresponding to the first L block indices in NZ is

extracted. The watermark bit is extracted as O if the noise pixel is black.
Otherwise it is detected as 1.

8. All noise pixels are set to white for generating the noise-free version of the
watermarked image for further use and analysis.

| =

Fig. 1. Noise pixel patterns used in the proposed method; flipping of the center pixel in one
pattern creates another
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3 Results and Discussion

In this section, we present simulation results by embedding a binary watermark using
the proposed data hiding method. The original image is shown in Fig. 2. The total
number of noise pixels (i.e. the maximum capacity) in the original image is found to
be 19366. The watermarked images after embedding with watermarks of different
length L are shown in Fig. 3. From the figures, it is evident that a large number of
watermark bits can be embedded without destroying the document information. In
each case, the watermark is extracted correctly at the blind detector. The embedded
data is secure and can not be extracted correctly by an adversary without using the
secret key. When all noise pixels are embedded, the visual quality could get signifi-
cantly affected, as shown in Fig. 3(i). Thus, a fraction of maximum capacity should be
considered during embedding as a trade-off between capacity and visual quality.

To demonstrate the efficacy of the proposed method, we find data hiding capacity
in several test document images (Fig. 4). The results are presented in Table 1. For
each test image, it is found that a large number of bits can be embedded using the
noise pixels. Both during embedding and detection, each 3x 3 pixel pattern need to be
matched with two noise pixel patterns. The computational complexity of the proposed
method is lower than the perceptual based methods. Since simple noise patterns are
employed instead of perceptual modeling, the computational complexity of the pro-
posed method is significantly low. We have implemented the proposed method in
Matlab 7.1 software and executed them on a 2.66 GHz PC running Windows XP and

2. Introduction

Image authentication using steganography is quite dif-
ferent from authentication using cryptography. In crypto-
graphic authentication, the intention is to protect the com-
munication channel and make sure that the message re-
ceived is anthentic. It is typically done by appending the
image hash (image digest) to the image and encrypting the
result. Once the image is decrypted and stored on the hard
disk, its integrity is not protected anymore. Steganography
offers an interesting alternative to image integrity and au-
thenticity problem. Because the image data is typically very
redundant, it is possible to slightly modify the image so
that we can later check with the right key if the image has
been modified and identify the modified portions. The in-
tegrity verification data is embedded in the image rather
than appended to it. If the image is tampered with, the em-
bedded information will be modified thus enabling us to
identify the modifications.

Fig. 2. Original image of 463 x 535 pixels
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Fig. 3. The watermarked images after embedding with watermarks of different L; (a) L=1000,
(b) L=2000, (c) L=3000, (d) L=4000, (e) L=5000, (f) L=6000, (g) L=8000, (h) L=10000, (i)
L=19366
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Fig. 3. (continued)
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2 Introduction.

€9

(h)

Fig. 3. (continued)
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®

Fig. 3. (continued)

with Pentium 4 processor and 2 GB RAM. It is found that the proposed method
requires 2s approximately, for both embedding and detection. The availability of a
large number of noise pixels will enable to design an effective semi-fragile authenti-
cation technique. We are currently designing such a new technique exploiting the
large data hiding capacity offered by the proposed method.

any change made to any bit plane will be detected. The
localization properties of this simple scheme can be im-
proved if'it iz applied to image blocks rather than the whole
image.

One of the first fragile watermarking techniques pro-
posed for detection of image tampering was based on
serting check-sums of gray levels determined from the
seven most significant bits into the least significant bits
(LSB) of pseudo-rundomly selected pixels [1]. In this pa-
per, we are going to describe one possible implementation
of this idea. First, we choose a large number & that will be
used for calculating the check sums. Its size directly influ-
ences the probability of making a change that might go
undetected. The image is then divided into §<8 blocks, and
in each block, a different pseudo-random walk through all
64 pixels iz generated. Let us denote the pixels as py, pa. ...,
Pes- We also generate 64 integers a,, a3, ..., @44 comparable
in size to V. The check sum 5 is calculated as

There are some obvious advantages of this approach.
First, the logo itzelf can carry some useful vizual informa-
tion about the image or its creator, It can also represent a
particular anthentication device or software. Second, by
comparing the original logo with the recovered one, one
can visually inspect the integrity of the image. Third, the
authentication watermark iz embedded not only in the
L3Es of the image but somewhat deeper (+ 5 gay scales).
This makes it more secure and harder to remove. Fourth,
the method is fast, simple, and amenahle to fast and cheap
hardware implementation. This makes it very appealing for
still image mithentication in digital cameras.

This method, however, has a serious security gap if the
same logo mnd key are reused for multiple images Given
and g® water-
marked with the same key and logo I, we have

two images I, and I, with gray levels g

JAE™ (0 = L) = g™ () for all {17y

Fig. 4. Test document images
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tible.

The authors apply this technique to small 8<% pixel
blocks. The block is DCT transfc
masking values Af(if) for each frequency bin F{i /) are cal-
culated using a frequency masking model. The values
Mii ) are the imal changes that do not introduce per-
ceplible distortions, The DCT coefficients e modified (o
Felp ) according to the following expression

d, and the freq

Py =2t} { LFG) 200 ]+ i) sign{ PG 0}

where 1) is a key-dependent noise signal in the interval
(0.1).
Adle), the modifications to DCT coefficients are impercep-

and Lz | rounds x towards zero. Since | P(r)—Ps(0) =

For a test image block with DCT coefficients Z:7i,), the
masking valies Af{i;) are calculated. The emor at (17} i=
estimated by the following equation

e'= Pyl {rsign(Ps)+ L Py’ / M~(r-1/2) sign(Fs") ]},

la:r[m'] & "_'} (l

For the signature

‘ 1

G
)E {(}{

[<“}(::‘)J @

age of ig. 5, we have

Dlosik sz 4= 106 = 16,
g simc 5= 285w s,
Dlock wuder N==2=18x3

flippahle: peaentape  p= 500509

The analytic results are shown in Fig. &, along with the simula
tion results from 1000 random shuffles. The statistics of blocks
with no or few flippables are also shown in Table 1. The anal
ysis and simulation are seen to agree well, and the percentage
of blocks with no or few flippables is extremely low, Emor cor
rection coding can be used to handle a very small number of
blocks that have no flippable pixels. As illustrated by the block
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Cud) = 0 LAA27 s even,
Cedn = 1if| A2 is odd

af the quantization level /. 1 a wavelet coefficient 5 (#1.0)
iz chozen for bedding, it iz moditied so that

el (rn)) = wle) XOR glepim.n),

where wir) is the <th watermark hit and g&ey iz a bit gener-
ated from the image and a secret key. The construction of
the quantization function ) guarantees that one will never
have to modify th(— cocHicient at the level ! by more than
A2, The is d by evaluating the expres-
sion

W)= Qulf s () XOR glapln),

where /7' is the wavelet cocfficient of the potentially tam-
pered image. The extent of tampering is evaluated using the
number of comectly recovered watermark bits w{z). The

Step-2) Compuse Flippability Seore

The L} and tivity are passed mio a

decision module to produce a flippability score. Main consider
ations when designing this module are 1) whether the original
pattern is smooth, 2) whether flipping will increase nonsmoaoth-
ness by a large amount, and 3} whether flipping will cause any
change in connectivity. The changes on these patterns are gen
erally more noticeable. Listed here are the rules used by cur de-
cision module.

1) The lowest score (ie., nol Hippable) is assigned to uni-
formly white or black regions a2 well a2 to the isolated
single white or black picels. These trivial cases are han-
dled fiest,

2) If the mimber of fransitions along harizontal or vertical
direction is zero (i, the pattern is smooth and regularly

structured), assign zero as a final score for the cumrent

The use of a suitable perceptual model is
necessary  to  minimize the visual
distortion in the marked images, because
minor modification (o the pixels can be
perceptible since the pixels are either
black or white. In this paper, a new
perceptual model is proposed for binary
images that is useful for data hiding
applications. In our model, the distortion
that occurs after flipping a pixel is
estimated on the novel curvature-
weighted distance difference (CWDID)
measure between two contour segments.
Through subjective tests the perceptual
measure  is  validated and  highly
correlated with human perception.

Fig. 4. (continued)
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proposed robust data hiding methods in
formatted document images based on
imperceptible line and word shifting.
Their methods were applied to embed
information in text images for bulk
electronic publications. The line shifting
method has low data hiding capacity as
compared to the word shifting method
but the embedded data is more robust to
photocepying, scanning and prinling
process. Koch and Zhao [3] proposed a
data hiding algerithm in which a data bit
1" is embedded if the percentage of white
pixels was greater than a given threshold,
and a data bit ‘0" is embedded i the
percentage of while pixels was less than
another given threshold. In [4], the
proposed algorithm  slightly modified
interword spaces so that different lines
across a text act as sampling points of a
sine wave. After the modification, the

The purpose of the subjective test is to
validate the high correlation between the
model and the subjective ratings for
different values of CWoD measure. Using
the Adobe Photoshop software, four
characters 'A’, ‘B, 'E’, *S" are converted
to binary images of size 128x128 pixels.
These binary images, as shown in Fig. 1
are used as the original image set from
which all test images are produced for the
subjective experiments. It is difficult to
produce a test image for each value of the
CcwDD measure due to an insufTicient
number of flipping pixels of one
particular  value. To overcome this
difficulty, we use the technique called
binning to produce the test images. We
divide the cwoo range from [0, 8] into 9
bins. With the exception of the first one,
each bin is of unity length in terms of |

distortion measure (DRDM) for binary
document images [6] that could be used
for performance comparison in data
hiding applications. Traditional objective
distortion measures like mean square
error (MSE), signal-to-noise ratio (SNR),
and peak signal-to-noise ratio (PSNR) are
not well correlated with human
perception for binary images. All three
measures only take the number of flipped
pixels into account and the distortions in
the binary images can be different even if
the number of flipped pixels is the same.

The paper is organized as follows: Section
2 presenis a contour- based metric for the
proposed perceptual  model.  The

Here we show high correlation between
the perceptual model described in Section
2 with the subjective test values obtained
in Section 3. The subjective mean opinion
score (MOS) was computed for each test
image from the data obtained in the
subjective experiments. In the plot of
subjective MOS versus <cwpo_ shown in
Fig. 3, 26 points out of 34 are within the
95% confidence interval, The
performance attributes Spearman rank-
order correlation  coefficients and
correlation coefficients [8] are computed
between subjective MOS and cwoo, for

all the test cases.
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Fig. 4. (continued)
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Table 1. Data hiding capacity in test document images

Image Image size Maximum

number capacity
1 438x 519 17313
2 444x 510 17289
3 462x 510 19346
4 513x 543 25038
5 495x 549 24388
6 426x 534 17852
7 549x 798 37811
8 456x 459 16099
9 579x 474 20596
10 480x 462 17001
11 561x462 19610
12 609x 480 24297
13 603 x 495 25072
14 369x 690 18720

4 Conclusion

In this paper, we proposed a data hiding method that could identify a large number of
noise pixels in binary document images with blind detection. The proposed method
creates watermarked images with some background noise and the noise can be erased
after extraction process. The extracted image differs from the original image in
positions where an original noise pixel was black. In fact, such black noise pixels
occur rarely in a document image and converting them to white does not impact
much on the information content. The proposed method is of low computational com-
plexity and its large data hiding capacity will be useful for designing an effective and
practical semi-fragile authentication method.
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