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Abstract

In this paper, a fragile watermarking mcthod for
authentication of biomedical images is proposed in the
z-transform domain based on the zero locations. The z-
transform is a convenient yet invaluable tool for
representing, analyzing and designing discrete-time
signals and system. Qur watermarking method is
designed by exploiting the sensitivity of the positions of
z-transform zeros on the unit circle to any tampering
made on the host image, such that the watermarking
system can localize thc portions of a watermarked
image that have been tampered maliciously with high
accuracy. Simulation results arc presented to
dcmonstrate the effectiveness and efficiency of the
proposed scheme.

1 Introduction

Biomedical imaging and biomedical image analysis are
drawing a great deal of research interests over the past
decades [1], (2], [3]. Biomedical images are important
source of anatomical and functional information for
medical and biologic studies. There is a need for
verification or authentication of the integrity of the

" image content, for example, of a patient’s record in a
hospital database. In our work, we propose a novel
fragile watermarking scheme based on the zero
locations of the z-transform. A fragile watermarking
dctects changes to the watermarked image such that it
can provide some form of confidence that the image has
not been intentionally tampered with and is originated
from the right source [4].

The z-transform domain is a new transform space for -

fragile watermark embedding. It has the advantage of
easy implementation and pixel-wise sensitivity to
external tampering such as content modifications.
Moreover it has better security consideration than the
normal LSB check-sum fragile watermarking
techniques {5}, [6]. The next section presents a brief
review of the z-transform. The watermark embedding
and authentication methods are elaborated in Section III
and Section TV. Section V gives the simulation results
followed by the conclusion in Section VI.
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2 Fundamental of z-Transform

The z-transform is a convenient yet invaluable tool for
representing, analyzing and designing discrete-time
signals and system [7]. The z-transform of a sequence,
x(n), which is valid for all n, is defined as

o

X(z)= Z x(n)z™" (l)‘

where z is a complex variable. In a causal system, which
is the case of an image pixel sequence, x(7) may be
nonzero only in the interval 0 < n < < and Equation (1)
reduces to the so-called one-sided z-transform:

X(z)= ix(n)z'" (2)

Clearly, the z-transform is a power series with an
infinite number of terms and so may not-converge for all
values of z. The region where the z-transform converges
is known as the region of convergence (ROC), and in
this region the values of X(z) are finite. The image pixel
value sequence is a causal, finitc duration sequence, in
this case X(z) = e only when z = 0. Thus the rcgion of
convergence is everywhere except at z = (.

In z-transform domain representation of signal, values
of z for which X(z) = == are referred to as poles of X{z);
values of z for which X{(z) = 0 arc referred as the zeros
of X{z). For the case of an image pixel sequence, only
zeros are considered; all the poles are equal to zero in
this system.
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Fig. 1. The watermark embedding process.
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Fig. 3. Statistical property of the negative real root amplitudes: (2) The original tmage Brain (b) Histogram of negative real
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Fig. 4. The image awhentication process.

The inverse z-transform (IZT) allows us to recover the
discrete-time sequence, x(n), given its z-transform.
Symbolically, the inverse z-transform may be defined as

X =Z"IX(2)] 3)
where X{z) is the z-transform of x(n) and Z' is the
function for the inverse z-transform.

Moreover, there also exists a 2-D z-transform, which
can be used in image processing applications as a useful
generalization of the Fourier series [8]. In this paper, the
1-D  z-transform is used for fragile watermark
embedding and authcntication of image pixel sequences.
The detailed process is discussed in the following
section.

3 Date Hiding of Watermarks in the z-
Transform Domain

974

The watermark embedding process is described in
Figure 1. The original image, f{x, y), is divided into a set
of non-overlapped blocks of size & x h denoted by fi(x
¥, k=0,1,..,.K— 1, where the subscript & denotes the
index of the blocks and K is the total number of the
blocks. In our experiment, a sub-block size of 8 x 8 is
used, which is commonly used in image processing. For
a test image of size 512x512, there exists 4096 sub-
blocks. We then perform 1-D z-transform on a line-by-
line basis for each sub-block using Equation (2). For
example, consider a sub-block, fi(x’, ¥}, one horizontal
line which is denoted by x{#7), 1 < n < h is taken out for
processing. Before the z-transform, the first non-zero
pixel value of each line needs to be normalized to be
one due to the practical computer implementation of the
z-transform and inverse z-transform used in the
watermarking system,

In the z-transform domain, a signal is represented by its
zeros and poles. Real sequences such as image pixel
values concern only the zeros. Figure 2 illustrates the
situation of transforming a line of pixels into the z-
transform domain (for a line of 8 pixels).

In the z-wansform domain, the maximum number of
zeros for a sequence of n numbers is n—1. As we can see
there are 7 zeros in Figure 2 when n = 8. All the zeros
are distributed around the unit circle. To avoid the phase
change caused by the complex number computation, we



select the amplitude of negative real roots to encode the
checking bits. Figure 3 shows the statistical property of
the negative real root amplitudes for a biomedical image
using the sub-blocking and transformation mentioned
above, before watermarking is performed. We find that
the histogram distribution has a mean value of —1,
which is the magnitude of the unit circle. This enables
us to use —1 as the threshold to decide between the
binary check-bits (watermark). The check-bits are
randomly generated and would be stored into the output
key file. In our experiment, 8 check-bits are embedded
into every block.

The data hiding process is defined as follows:
if check-bit= 1 then

if real —root < a then

real —root=a

end if
else if check-bit =0 then

if real - root > b then

real —root=Db

end if
end if
where a= -1 + g, b=~1 — g, and ¢ is a small positive
offset which determines the trade-off bctween the
fragility of the watermarking scheme and the quality of
the watermarked image. The above algorithm illustrates
the method of embedding the check bits into the z-
transform domain. Depending on the check bits
sequence and the root location, occasionally, we need to
force some roots to cross the -1 boundary for the
encoding of bit 1 or 0. This may introducc some minor
distortion to the original imagc. However, as we will
find from the experimental results, such distortion is not
perceptually visible and is negligible.

After the watermark embedding process, we then
transform the zeros back to the secquence using the
inversc z-transform:

x(m=Z'(X@)] @

After this process, we obtain another sequence. It is
slightly different from the one before watermarking.
After rearranging and scaling the sequence to the pixel
values, we obtain the watermarked sub-block, /{x’, ).
Applying the above process to all the relevant sub-
blocks, we obtain the watermarked image /*(x, y).

4 Image Authentication

As shown in Figure 4, in the authentication process, we
need both the watermarked image and the key file to
identify the watermark. Let the watermarked image after
passing through the communication channel be f**(x, ).
The check-bit sequence is first read from the key file.
By applying z-transform to each line sequence of the
sub-blocks we obtain the corresponding zeros. We find
the negative real roots from the zeros and compare them
to the check-bits on the following conditions:
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if real —root > —1 && check — bit==1 then
authentication resuit = 1
else if real —root <—1 && check — bit = 0 then
authentication result = |
else
authentication result =0
end if
where “0” represents the altered regions while “1”
represents unchanged sub-blocks. After checking all the
image sub-blocks, we obtain the overall authentication
result.

5 Experimental Results

We use two 512 x 512 gray-scale biomedical images
skin and brain as shown in Figure 5(a) and (c) to test our
authentication algorithm. Figure 5(b) and (d) display the
watcrmarked images. We can see that the watermarked
images look identical to the original images, with PSNR
values of approximately 40 dB and 38 dB, respectively.
We modified the content of the watermarked images as
shown in Figure 6: (a) some parts of the image were
replaced and (c) some features of the medical image
were removed. As illustrated in Figure 6(b) and (d), the
modified arcas were accuratety detected and identified.

Moreover, the proposed algorithm was very efficicnt in
tcems of processing time. For a grey-scale image of size
512x512, it took approximately 3 seconds for the
embedding process and only 1.8 seconds for the
authentication process in MATLAB 6.5. ‘The
experiments were performed on a PC equipped with P
11 550MHz CPU and 196 Mbytes RAM.

6 Conclusion

In this paper, we discuss a novel fragile watermarking in
the z-transfoorm domain for the authentication of
biomedical images. The watcrmark bits are embedded
by slight displacement of the zeros. The z-transform
zeros on the unit circle are very sensitive to any change
of the host image. This important property provides the
scheme with special sensitivity to any alteration to the
watermarked image and the ability of accurate
localizing. The efficiency of the new method has also
been demonstrated by experimental results.
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Fig. 6. Experimental results: the attacked images (a) (¢) and the authentication results (b) (d).
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