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Abstract: Data embedding in sharply-contrasted binary 
images like text, drawing, signature and cartoon is a 
challenging issue due to simple pixel statistics in such 
images. Arbitrary modification to the pixels can be 
visually perceptible in the process of data embedding. 
The use of a valid perceptual model is important to 
minimize the effect of such visual distortion in binary 
images. In this paper, a novel perceptual model is used 
to embed significant amount of information such that 
the original and the marked images before and after 
data embedding process are perceptually similar. In our 
model, the distortion that occurs after flipping a pixel is 
estimated on the curvature-weighted distance difference 
(CWDD) measure between two contoursegments. 

1. Introduction 

The protection of ownership and the prevention of 
unauthorized tampering of multimedia data have 
become important topics in recent years. A variety of 
digital watermarking and data hiding techniques have 
been developed for such purposes [I]. In the case of 
natural images, imperceptible watermarking is possible 
due to the perceptual tolerance of human visual system 
[2]. For color and gray-scale images, perturbing pixel 
values by a small amount is generally unnoticeable 
under normal viewing conditions. However for binary 
images in which the pixels take on on ly two values ° 
and I, data embedding without causing visible artifacts 
becomes more difficult. The present work involves the 
use of a new perceptual model for data embedding in 
case of binary images. 

Low et al (3] proposed robust data hiding methods in 
formatted document images based on imperceptible line 
and word shifting. Their methods were applied to 
embed information in text images for bulk electronic 
publications. In the line shifting method the embedded 
data is more robust to photocopying, scanning and 
printing process than by word shifting method. Koch 
and Zhao [4J proposed a data hiding algorithm in which 
a data bit 'I' is embedded if the percentage of white 
pixels was greater than a given threshold, and a data bit 
'0' is embedded if the percentage of white pixels was 
less than another given threshold. Wu et al [5] hid data 
in a binary image using a hierarchical model in which 
human perception was taken into consideration. 
Distortion that occurred due to flipping of a pixel was 
measured by considering the change in smoothness and 
connectivity. In an 8x8 block, modifying the total 
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number of black pixels to be either odd or even embeds 
data bits. Mei et al modified an eight-connected 
boundary of a connected component for data hiding [6]. 
A set of pairs of five-pixel long boundary patterns have 
been identified for embedding data. One of the patterns 
in a pair required deletion of the center foreground 
pixel, whereas the other required the addition of a 
foreground pixeL This property allowed for blind 
detection of watermarking. 

In section 2, we shall describe a novel perceptual model 
which enables us to hide significant amount of 
information in binary images. The implementation 
procedure is described in Section 3. The results will be 
presented in Section 4 and finally some conclusions are 
given in Section 5. 

2. Proposed Perceptual Model 

Contour segment: A contour segment with a set of 

n pixels {p,}, i",O,I, ... ,n-1 can be represented by 

(n -I ) chain codes {ci}, i '" 1,2, . .. , n -I , where ci is the 

direction from pixel Pi-I to Pi' 

To calculate the distortion for a pixel to be flipped, the 
'original contour segment' and the 'watermarked 
contour segment' passing through this pixel is extracted. 
Both the contour segments are represented by 8-
directional chain codes. Using the chain code ci' the 
Euclidean distance d; between two pixels Pi-l and Pi 
can be easily determined. The curvature value up, at 

pixel Pi is ° for i",Oand j"'n-l . For j"'I ... . ,n-2, 

ap, is computed from the chain codes ci and Ci+1 as: 

where 

p,S; 1800 

otherwise 
(I) 

(2) 

After obtaining the curvature value at each pixel, a 

weight sequence {Wi}' j", 0,1, ... . n -I is experimentally 

defined in Eq. 3 such that Wi is chosen to be monotonic 

to ap; • 



ap, = 0° 

1.5 ap, = 45° 

Wj = 3 apj = 90° (3) 
4.5 api = 1350 

6 ap, '" 1800 

The curvature-weighted distance (D,,) of a contour 

segment is then defined by 

0-1 
Da "" LWi-I.d, 

j=1 
(4) 

Let D"Ori8i""/ and D" M�"m",r",d be the curvature-weighted 

distances of the original and watermarked contour 
segments, respectively. The CWDD measure for the 

nipped pixel is then given by: 

(5) 

3. Implementation 

Figure shows the block diagram of the 
implementation process. The first step in the 
implementation process is 'connected component 
labeling'. This block extracts all the connected 
components like the characters and other symbols in a 
binary image. The contour tracing method proposed by 
Pavlidis in [7] is then used to obtain the outer and all 
inner contours for each connected component. The 
contour traced by this algorithm is 8-connected, i.e. 
each pixel included in the contour has at least one 4-
connected neighbor pixel of opposite value. The total 

number of outer and inner contours (Nb) is given by: 

(6) 

The number of contours in a symbol or character 
increases if the Eulcr number is less for it. So the 
probability of having larger number of t1ippable pixels 
in a symbol or character increases with the reduction in 
the Euler number magnitude. As illustrated in Figure 1. 
the 'contour segment extraction' block outputs two 
contour segments at every pixel in each connected 
component. In case of a black contour pixel, the 
'original contour segment' centered on it is obtained 
from the traced contours. Aftcr nipping the black pixel, 
and provided the connectivity is not changed, the 
'modified contour segment' is then obtained by 

applying the contour tracing algorithm once again 
between the first and last pixel of the 'original contour 

segment'. For a white contour pixel, one of its 4-
connected black neighbor pixels is chosen as the center 
pixel of the 'original contour segment'. The CWDD 
measure for the pixel is then computed from the two 
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contour segments by using Eq. (1) through Eq. (5). The 
connected components in which the number of the black 
pixels is less than a threshold are not considered for 
computing the CWDD measure. 

4. Results 

We consider three sample images from the category of 
signature, text and drawing images. In these images for 
each pixel the CWDD measure is computed. To 
minimize the visual distortion, we choose to t1ip the 
pixels which have CWDD measure within the range 
from 0 to 1. Flipping a black to white pixel embeds a 
"0" and t1ipping a white to black pixel embeds a "I" in 
the original image. The image is scanned row-by-row 
for nipping the suitable pixels sequentially. A minimum 
distance between the flipping pixels is maintained to 
avoid interference between them. In the detection 
process the original image is used, so the data 
embedding process is considered to be a "non-blind" 
approach. The t1ipping pixels are easily identified in a 

sequential manner and the embedded bits are extracted 
correctly. In the chosen original images 143 bits in 
signature, 1031 bits in text, and 455 bits in drawing 

could be embedded without any annoying visible 
distortion. Figures 2-4 illustrate the original and the 
embedded images of different categories and also the 
flipped pixel positions. To estimate the data embedding 
capacity in different images, subjective experiments 
shall be conducted to verify the model prediction. 

5. Conclusion 

In this paper, we introduced a new perceptual model for 
data embedding and watermarking applications in the 
binary images. In the model, the distortion that occurred 
after Hipping a pixel was estimated on the CWDD 
measun.; between two contour segments. The two 
contour segments for a pixel were obtained by applying 
.two preprocessing algorithms such, as connected 
component labeling and contour tracing. For those 
pixels with CWDD measure in the range of [0, I], the 
subjective distortion is less making them suitable for 
data embedding. Since significant number of no­
distortion pixels can be identified for Hipping, the 
proposed perceptual model is useful in exploring new 
techniques that can address the requirements of various 
applications efficiently and meaningfully. At present we 
are designing the embedding and blind detection 
method for fragile authentication of binary images. 
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Figure I: Block diagram of the implementation 
procedure for computing the CWDD measure. 
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Figure 2: First image is the original signature image of 
size 49x325 pixels. Second image with 143 bits hidden 
in CWDD range [0, I]. Third image shows the flipping 
pixel positions. 
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The recent development of vario us methods of 
modu lation such as PCM and PPM which 
exchange bandwidth for signal-to-noise ratio has 
intensified the interest in a general theory of 
communication. A basis for such a theory is 
contained in the important papers of Nyquist and 
Hartley on this subject. In the present paper we 
will extend the theory to include a numb er of 
new factors, in particular the effect of  noise in 
the channel, and the savings p ossible due to the 
statistical structure of the original message and 
due to the nature of the tmal destination of the 
information. 

The recent development of various methods of 
modu lation such as PCM and PPM which 
exchange bandwidth for signal-to-noise ratio has 
intensified the interest in a general theory of 
communication. A basis for such a theoty is 
contained in the important papers of Nyquist and 
Hartley on this subject. In the present paper we 
will extend the theory to. include a number of 
new factors, in particular the effect of noise in 
the channel, and the savings possible due to the 
statistical structure of the original message and 
due to the nature of the :fmal destination of the 

infOlmation. 
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Figure 3: First image is the original text image of size 302x41 0 pixels. Second image with 1031 data hidden in CWDD 
range [0, IJ. Third image shows the flipping pixel positions. 
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Figure 4: First image is the original drawing image of size 300x300 pixels. Second image with 455 bits hidden in 
CWOD range [0, IJ. Third image shows the t1ipping pixel positions. 
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