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Abstract 
 

In this paper, we propose a new secure authentication 

method in binary document images using erasable 

watermarks. For localization, a sufficient number of 

low-distortion pixels may not be available in a block 

and to embed the authentication signature with blind 

detection constraint poses a challenging problem. Also, 

a perceptual watermark cannot be embedded in white 

or background regions of the document image, making 

such regions insecure against hostile attacks. In the 

proposed method, an erasable watermark is designed 

and embedded in each block of a document image for 

localization against tampering and Holliman-Memon 

attack. After verifying the content of each block, the 

exact copy of original image can be restored at the 

blind detector. 

 

1. Introduction 
 

Due to the availability of systems for extensive use of 

digital data, significant interest in data hiding became 

perceptible during the last decade. It has become 

evident that intelligent hiding of a piece of data or 

information within another digital data could address 

many practical applications like covert communications, 

copyright protection and content authentication [1]. 

There has been a growing interest in the authentication 

watermarking of binary document images such as text, 

circuit diagrams, signature, financial and legal 

documents. For such images, hiding sufficient amount 

of data for secure authentication without creating 

visible distortion is difficult. The previous method for 

localization in binary document images has been 

reported in [2]. In this method, the original image is 

divided into many sub-images and each sub-image is 

watermarked independently. A two-layer watermark is 

embedded imperceptibly using a block-wise data 

hiding technique to verify the integrity of watermarked 

image and localizing any modification in it. In this 

method, the size of each sub-image is 128 128×  pixels; 

so its localization accuracy is not satisfactory. The 

block-wise embedding used in this method also suffers 

from a parity attack. While imperceptibly embedding 

the authentication signature in a block, the number of 

low-distortion pixels should be high and the watermark 

detection process should be blind. In a reasonable 

block-size, an insufficient number of low-distortion 

pixels are available. So we turn our attention to the 

possibility of embedding the erasable or invertible [3] 

watermark for localization in binary document images. 

In the proposed method, a set of suitable pixels with 

high correlation is found in each block and they are 

losslessly compressed to construct an erasable 

watermark.  

 

Authentication schemes using block-wise independent 

watermarks for localization are vulnerable to the 

Holliman-Memon attack [4].  In this attack, the attacker 

creates the forged image by a collage of authentic 

blocks and the forged image is authenticated. A 

countermeasure using unique image index has been 

proposed to resist this particular attack in grayscale 

images [5]. Recently, a new countermeasure against the 

Holliman-Memon attack using authenticity measure is 

proposed for grayscale images [6]. The concept of 

authenticity measure is of particular interest to this 

paper and is extended for the case of binary document 

image authentication. In the next section, we propose a 

new localization method against tampering and the 

0-7695-2882-1/07 $25.00 ©2007 IEEE



Holliman-Memon attack through designing of erasable 

watermarks. The paper is organized as follows: in 

Section 2 the new localization method is described. 

Simulation results and discussions are presented in 

Section 3. Finally some conclusions are given in 

Section 4. 

 

2. Proposed Localization Method 
 

In this section, we propose a localization method for 

embedding the authentication signature as an erasable 

watermark in each block of the document image. In the 

proposed method we find a set of pixels in each block 

such that; (1) a high correlation exists among the pixels 

and the number of such pixels is high (2) the same set 

of pixels can be found at blind detector and (3) the 

relevant information is preserved after the embedding 

process. In a document image, the black pixel whose all 

neighbor pixels are white is termed as an isolated pixel. 

These pixels are perceived as noise in a sharply-

contrasted binary image. A white pixel whose all 

neighbor pixels are white is termed as a background 

pixel. 

 

The isolated and background pixels do not convey 

important information within document images. If these 

pixels are altered, a background noise will be formed in 

the image. In document images, we obtain information 

by recognizing various patterns like text, drawing, 

signature etc. It is known that human vision has 

remarkable ability to recognize such patterns even in 

the presence of noise. After embedding an erasable 

watermark in these pixels, the user can still obtain 

relevant information about the document. The 

background pixels occur in long sequences and isolated 

pixels occur in between them with less probability. 

Such a set of pixels can be significantly compressed 

using the run-length coding scheme. Flipping of a 

background pixel creates an isolated pixel and vice-

versa; so blind detection of the embedded pixels is 

possible.  

 

Embedding: 

1. The original image is divided into non-overlapping 

blocks of 40 40×  pixels. Watermarking is performed 

for each block independently and in a sequential 

order. 

2. In each block, an ordered set of insignificant pixels 

are searched in a sequential scanning order. The 

following conditions are designed to ensure that after 

flipping the current pixel, an insignificant pixel 

should not be detected as a pixel which is not 

insignificant and vice-versa during blind detection. A 

pixel is defined as a pseudo-insignificant pixel, if it 

satisfies conditions (a) and (b) but does not satisfy 

condition (c). A pixel is defined to be in the 

insignificant pixel set if, 

a. The pixel is either a background pixel or an 

isolated pixel. 

b. In a J J× pixel window, there should not be 

any insignificant or pseudo-insignificant 

pixel already found in the block. 

c. After flipping the current pixel, there should 

not be any pixel in its 8-pixel neighborhood 

which comes before in the scanning order 

and satisfies the above two conditions.  

The minimum value of J is 5 for achieving correct 

blind watermark detection. The insignificant pixel 

set is losslessly compressed using the run-length 

coding scheme. Let the compressed data be 

denoted as DC . 

3. Authentication signature
1S  is computed from the 

block according to the following equation 

1 ( , , , )b b KS H C K I I=  (1) 

where H, bC , K, bI and KI  denote hash function, 

current block in the original image, secret key, 

block index and image index, respectively. 

4. The message m which is embedded in the 

insignificant pixel set producing the watermarked 

block is constructed. There are three parts 

concatenated in m; (1) the compressed data DC , (2) 

16-bit image index 
KI  and (3) the authentication 

signature 1S .  

5.  The embedding is performed pixel-wise; so an 

insignificant pixel holds one bit of m and its pixel 

value is set equal to the signature bit it holds. 

Likewise all blocks in the image are watermarked. 

 

Detection: 

1. To verify each block in the test image 'X of 

size M N× , the message 'm  is extracted by 

finding the insignificant pixel set. Its component 

pieces, the compressed version of insignificant 

pixel set '
DC , image index d

XI  and  the signature 

'

SA  are extracted. The compressed version of the 

insignificant pixel set together with the current 

block is used to reconstruct the block '

bC .  

2. The authentication signature ''

SA  of the 

reconstructed block is computed  

                   '' '( , , , )dS b b XA H C K I I= .       (2) 



3. A matrix ( )R of ( )40M  rows and 

( )40N columns is constructed while computing 

''

SA  for each block. Each entry of R  represents a 

particular block in image 'X  in a sequential order. 

The magnitude of an entry in R  is 1 if '

SA  and 

''

SA  exactly match in the corresponding block; 

otherwise it is equal to 0.  

4. Different image indices can be extracted from all 

the blocks in 'X . Let each such index be termed 

as the candidate image index ( c

XI ). For each c

XI , 

the authenticity score (
SA ) is computed by 

applying the image index estimation algorithm. 

5. The candidate image index with the highest 

authenticity score is chosen to be the estimated 

image index, denoted as 
EI . A block in the test 

image will be declared as authentic if the image 

index extracted from the block is equal to the 

estimated image index and the corresponding 

entry in R  for the block is 1. The authenticity 

measure (
MA ) of the test image value is equal to 

the authenticity score of EI .  

Image Index Estimation Algorithm 

For every c

XI , a matrix ‘T’ of ( )40M rows and 

( )40N columns is constructed and each entry of T 

corresponds to an individual block in a sequential order 

as found in R . 

if  ( ( , ) 1R u v =  and d

XI  = c

XI ), then 

    ( , ) 1T u v =  

else 

    ( , ) 0T u v =  

end 

A score matrix ‘S’ of ( )40M  rows and ( )40N  

columns is then computed from T. 

if  ( , ) 1T u v = , then 

        
( , ) ( 1)S u v G B= +

        
    else 

        ( , ) 0S u v =  

    end 

where G is the total number of 1’s in T  that is 

connected to the present entry at ( ),u v through the 8-

connected path and B is the total number of blocks.  

 The authenticity score for the candidate image index 
c

XI   is,   

( / 40) ( / 40)

1 1

1
( , )

M N

S

u v

A S u v
B = =

= ∑ ∑   (3) 

3. Results and Discussions 
 

In this section, we present simulation results by 

creating the erasable watermark for our proposed 

localization method. The authentication signature to be 

used in this algorithm is the Hashed Message 

Authentication Code (HMAC). The output 128-bit 

HMAC is used as the authentication signature and the 

message ‘m’ is constructed for each block. The original 

and watermarked images are shown in Figure 1 after 

pixel-wise embedding of the erasable watermark. With 

no tampering, all blocks in the watermarked images are 

authenticated. To illustrate the localization capability 

of the proposed method, the characters in the word 

‘Primary’ at the left and bottom portion of the image 

are removed and the attacked image is shown in Figure 

2. The detection is performed on the attacked image 

and the inauthentic blocks are shown in the 

reconstructed image in Figure 2.  

 

We consider two binary document images of size 

480×520 pixels for demonstrating the effectiveness of 

the proposed method against the Holliman-Memon 

attack. The first original image and its corresponding 

watermarked image are shown in Figure 3. Similarly, 

the second original image and its corresponding 

watermarked image are shown in Figure 4. The 16-bit 

image indices with the decimal equivalent of 48056 

and 56273 were used for the first and second images 

respectively. The fake image was constructed as 

follows. The equation in the last rows of the second 

watermarked image was added into the first 

watermarked image. For this purpose, 8 blocks with the 

block indices of 146 to 153 in the first watermarked 

image were replaced with the corresponding blocks in 

the second watermarked image. The block replacing 

operation was performed for a total of 8 blocks and the 

fake image is shown in Figure 5. According to the 

Holliman-Memon attack, the blocks between the two 

watermarked images are swapped at identical positions; 

thus each block of the fake image should be 

authenticated. The proposed detection method was 

used to verify each block in the fake image. A total of 8 

blocks out of 156 blocks in the fake image were 

verified to be inauthentic in Figure 5. The estimated 

image index is 48056 and the authenticity measure of 

the fake image is approximately 0.9.  

 

The performance of the proposed algorithm can be 

compared with the previous method [2]. The 

localization accuracy in the proposed method has been 

improved to the block-size of 40×40 pixels. The 

possibility of parity attack is not present in the 



proposed method because each message bit is 

embedded in an insignificant pixel instead of a block. 

The proposed method has the ability to resist the 

Holliman-Memon attack by using the authenticity 

measure and image index estimation. 

 

4. Conclusion 
 

In this paper, we proposed a new watermarking method 

that is useful in localizing content alteration in binary 

document images using erasable watermarks. The 

proposed method can localize content alteration in the 

image with high probability and accuracy. The 

localization accuracy is significantly improved and the 

proposed method is capable of withstanding the parity 

and the Holliman-Memon attack. 
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Figure 1: (left) Original image of size 400×400 pixels, 

(right) watermarked image. 

 

      
Figure 2: (left) Attacked image, (right) image showing 

the inauthentic blocks in the dark region. 

 

 
Figure 3: (left) Original image of size 480×520 pixels, 

(right) watermarked image. 

 

 
 

Figure 4: (left) Original image of size 480×520 pixels, 
(right) watermarked image. 

 

  
 

Figure 5: (left) Fake image, (right) detection output; 
dark region in the image shows the inauthentic blocks. 

 

 


