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Abstract

This paper presents a semi-fragile watermarking method for the automatic authentication and restoration of the content
of digital images. Semi-fragile watermarks are embedded into the original image, which reflect local malicious tampering
on the image. When tampered blocks are detected, the restoration problem is formulated as an irregular sampling problem.
These blocks are then reconstructed, making use of the information embedded in the same watermarked image, through
iterative projections onto convex sets. In contrast to previous methods, the restoration process is robust to common image
processing operations such as lossy transcoding and image filtering. Simulation results showed that the scheme keeps the

probability of false alarm to a minimum while maintaining the data integrity of the restored images.

© 2007 Elsevier B.V. All rights reserved.
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1. Introduction

Digital photographs and videos are widely used
nowadays; however, warnings about the potential
for faking digital images are still present. There is a
growing need for techniques which could provide
some form of assurance that the image has not been
tampered with. In certain practical applications,
such as remote sensing, legal defending, news
reporting and medical archiving, it is desirable for
some initial estimated reconstruction of the tam-
pered parts of the image content.
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Many fragile or semi-fragile watermarking meth-
ods have been proposed for image content authen-
tication [1-4,10,11,16,18], in which a hidden
message or watermark is embedded into the original
image and later used to detect changes to the
watermarked image. The fragile watermarking
schemes are designed to detect any slight changes
to the bits of the watermarked image and the
watermark becomes undetectable after the water-
marked image is modified in any way. The semi-
fragile watermarking seeks to verify that the content
of the multimedia has not been modified by
illegitimate distortions, while allowing modification
by legitimate distortions [5]. The approaches for
automatic reconstruction of tampered areas have
also been found in some schemes. In [6], Fridrich
and Goljan proposed two self-embedding schemes
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for the self-restoration of digital images with
watermarking authentication.

The first scheme began with dividing the image
into 8 x 8 blocks and transforming each block using
DCT. The primary DCT coefficients of every block
were then quantized, using a quantization matrix
corresponding to that of 50% quality JPEG
compression. The resulting bit-string for every
block was carefully controlled so that it was exactly
64-bit long. These bits were then embedded into the
least significant bits (LSBs) of another block. When
the watermarked content was detected to be
unauthentic, the recovery bits were extracted out
to establish a low-resolution reconstruction of the
modified parts. However, the quality of the recovery
was not satisfactory and may not be sufficient for
illustrating fine details. To improve the quality of
the reconstruction, the authors proposed extending
the recovery bits to be 128 bits for every block, and
using two LSBs for embedding. However, this
introduced more degradation to the watermarked
images. Moreover, the spatial domain based meth-
od was easily attacked. The restoration would fail if
the attacker, after modifying the content, further
compresses the image file or just randomizes the
least significant bits.

The second scheme encoded the information of
the original image into the watermarked image
using differential encoding. First, a low color depth
image t was generated by decreasing the gray levels
of the original image g to the interval [—8§,8]. A
cyclic shift on t was then performed by an integer
vector (a, b):

b = tigjp
where

iy =(—aymod M,

Jjp=(—b)ymodN.

The watermark embedding process started from the
upper left corner and proceeded by rows from left to
right, top to down. The watermarked image g’ was
defined as

/
g1 = 811>

mod (g, — gj) = t;.

In the reconstruction stage, a color truncated
approximation to the original image can be
obtained by calculating the difference between
pixels. This improved scheme can tolerate the least

amount of image processing operations, such as
JPEG compression with quality factor above 85%
and additive random noise in the range [—2, 2].

Alternative models for blind restoration incor-
porating watermarking have been proposed such as
the telltale watermarking by Kundur et al. [10].
Such work is designed to invert the distortions on
the watermarked images, based on the assumption
that the distortions can be approximately deter-
mined and is invertible. However, the telltale
watermarking is not useful for restoration of
removal attacks since they are not invertible.

In this paper, we propose a novel semi-fragile
watermarking method which is capable of robust
self-restoration by casting it as an irregular sam-
pling problem. The restoration is then performed by
projections onto convex sets [12]. The watermark
signal is generated by combining a pseudo-random
signal with some prior knowledge of the carrier
image, which belongs to a convex set. This mixed
signal is then embedded into the original image.
When tampered areas are detected, they are restored
by iterative projections onto the convex sets.
Experimental results showed that accurate tamper
detection and restoration were still possible after
lossy transcoding and other common image proces-
sing operations.

The rest of this paper is organized as follows. In
Section 2 we introduce our proposed approach. The
simulation results and performance analysis are
reported in Section 3, followed by concluding
remarks and future work in Section 4.

2. Proposed watermarking method

This section describes the proposed watermarking
method. A brief review of image restoration from
irregular samples by projections onto convex sets is
given in Section 2.1. The watermark embedding
process is discussed in Section 2.2. In Section 2.3, we
describe the processes of image authentication and
restoration. The minimization of the probability of
false alarm is addressed in Section 2.4. Finally, the
security issue is addressed in Section 2.5.

2.1. Restoration from irregular samples by
projections onto convex sets

In this paper, we address the problem of detecting
tampered blocks in a watermarked image and then
restoring them. Assume that we have no prior
knowledge of the corruption channel, the problem
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Fig. 1. Projection onto convex sets. # = #,%,, where 2, is the
first projection onto a bandlimited subspace and 2}, is the second
projection onto the space of unknown samples.

can be formulated as obtaining an incomplete set of
data with lost packets, which can be cast as an
irregular sampling problem that can be solved by
projection onto convex' sets (POCS) method [12,17]
under the assumption that the signal belongs to two
linear convex sets with non-empty intersection. It
involves two projections: the first projection is onto
a band-limited subspace /, and the second projec-
tion is onto the space of unknown samples [, as
exemplified in Fig. 1, where 2 = 2,2, and 2, and
2y, are the projection operators onto the two convex
sets, respectively.

To facilitate the watermarking based restoration
problem, we define the following two convex sets:

(1) I, denotes the subset of #, where # is a
Hilbert space, composed of all functions whose
cosine transform coefficients satisfy the constraint

sgn(F(u, v)) = I'(u,v) (1)

in a prescribed region 4 of the frequency domain,
where F(u,v) is the DCT coefficient of f(x,y),
I'(u,v) € {0,1} is a known binary function, and

I, »=0,
sen() =1

The projection
realized by

y<0.

2 of an arbitrary f € # onto I, is

F(u,v), (u,v) e 4, sgn(F(u,v)) = I'(u,v),
Pf <0, (u,v) € A4, sgn(F(u,v))#I(u,v),
F(u,v), (u,v)¢A.

2)

'A subset / of #, where # is a Hilbert space, is said
to be convex if together with any x; and x; it also contains
uxy + (1 — px; for all u, O<u<l1.

Given f € #, the projection g2 2 of f onto the closed
convex set /; is that unique element g € /; that satisfies

inf |If — x|l = If - gl
xel;

1/2

where ||x|| £ (x, x)!/? is the norm in the L,-space.

During watermarking, the polarity information of
the primary cosine transform coefficients is ex-
tracted, hashed into the watermark signal, and
embedded into the image itself. This prior knowl-
edge is extracted at the detection phase and used to
restore the tampered blocks.

(2) I, denotes the set of all functions in # which
assume prescribed values © over a closed region 4.
The projection onto /, is realized by

@(x’ )’ (x’ ) e A’
Pof = y Y

fxp),  (xy)¢4a.
Here, ©(x,y) are the values of the known samples.

The convexity and closure of the above sets can be
proved. Let us define

P =27, 4)

(€)

then the signal can be restored through the iteration
=210 (5)
with f° © being the initial irregularly sampled signal.

2.2. Watermark embedding

In [7], a semi-fragile watermarking method for
image authentication was proposed in the pinned
sine transform (PST) domain. In PST, an image
field was decomposed into two sub-fields, i.e., the
boundary field and a residual field [14], known as
the pinned field which vanished at the boundaries.
For the pinned field, its Karhunen—Loeve transform
(KLT) is the sine transform. We found that the
pinned field is a good characterization of edges,
which largely reflects the texture information in the
original image. The watermark was embedded into
the sine transform domain of the pinned field as an
indicator of the authenticity of the watermarked
image. Since most common image manipulations
tend to preserve such primary features of images,
this embedding method ensures that the watermark
does not suffer significantly from legitimate manip-
ulations, such as compression and some common
system processing operations.

The process of watermark embedding begins with
dividing the original image into sub-blocks of size
n x n. These sub-blocks are then grouped into
macro-blocks which contain m x m sub-blocks in
raster order. In general, the authentication is based
on sub-blocks while the restoration is based on
macro-blocks. In the following, the words ““block”
and “‘sub-block’ will be used alternatively. Consider
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Fig. 2. Watermark embedding process for one sub-block.

re-ordering in zigzag scan the DCT coefficients of
the macro-block X,. If ¢ is the number of water-
mark bits to be embedded into every n x n sub-
block, then define d,, as the first m? coefficients in
this re-ordered coefficient set. The polarity informa-
tion, p,, is generated by

k 13 dﬂ(k)>09 6
Pl= 10, d,m<o, ©
where k =0,1,...,fm? — 1. The macro-blocks are

then formed into pairs using a pre-determined
mapping function Q. Suppose (i) = v, where v is
the index of another macro-block, then P the
polarity information of macro-block X, is to be
embedded into X,, and p, is to be embedded into
X, with £ bits into each n x n block. A pseudo-
random binary signal h is generated and its initial
state is contained as part of the secret key file 4.
The watermark signal w,, is then obtained by XOR-
ing the pseudo-random signal with the polarity
information:

w,=hop, (7

The watermark is partitioned into m® parts, and
each part is embedded into individual sub-blocks.

Fig. 2 describes the watermark embedding
process for one sub-block. Consider an n x n block
x, it is first decomposed into two fields,® the
boundary field x” and the pinned field x”, which
can be described as

x = x" 4+ x. ®)

Next, the sine transform is applied to the pinned
field block as follows:

X" =S, x"S], )

3Refer to Eqgs. (15)—(24) for the specific process.

where S, is the sine transform matrix of order n [9]:

. 2w+ DG+ 1)
Su(i,)) = n+lsm o)
where 0<i,j<n— 1.

In the middle to high frequency bands of x”®, we
select ¢ coefficients for watermarking modulation
according to the length of the watermark signal.
A specific bit w(k) is embedded into a coefficient
X"9) (k) according to the following algorithm:

; (10)

Algorithm 1. Watermark embedding.

if w(k) =1 then
if X’ (k)> ) then
9(k) = x9(k)
else
fcp(‘y)(k) =
end if
else if w(k) =0 then
if X*O(k)< — J then
(k) = x9 (k)
else
k) = o
end if
end if

where:

e 79(k) is the corresponding watermarked coeffi-
cient.

e / is a sufficiently large threshold of positive
value. It can be determined by users; its value will
affect the tradeoff between the perceptual quality
of the watermarked image and the robustness of
the semi-fragile watermark.

e oy and o, are floating point values chosen
randomly from [1/2,2] and [—A,—2/2], respec-
tively.

The watermarked pinned field block X? is obtained
by the inverse 2D sine transform:

% = SIS, (11)
and a watermarked block is therefore achieved by
x=x"+ % (12)
2.3. Image authentication and self-restoration

The watermark detection and image authentica-

tion processes for one sub-block are illustrated in
Fig. 3. The detection system receives as input a
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Fig. 3. Watermark detection, image authentication and restoration for one sub-block.

watermarked and possibly tampered image. Similar
to the watermarking process, the polarity informa-
tion is extracted from every macro-block and is
partitioned into m? parts, with every part corre-
sponding to one sub-block in its paired macro-
block. Here, we assume that the pre-determined
mapping function Q is known to both encoder and
decoder. Since we limit ourselves to the situations in
which tampering is only in the form of content
modification, the synchronization issue after geo-
metrical attacks is not considered here.

The embedded watermark is extracted from every
sub-block by the following algorithm:

Algorithm 2. Watermark detection.
if X9(k)=0 then

wk) =1
else

Ww(k) =0
end if

where w is the extracted watermark. The extracted
watermark is then XOR-ed with the corresponding
part of the polarity information of its paired macro-
block:

h=wajp. (13)
The original pseudo-random signal h is also
generated using the initial state in .#". The bits in
h and h are then compared by the normalized cross
correlation function p, whose value lies in [0, 1].
Assume y is a properly set threshold, the block is
considered to be maliciously tampered if p<y. The
threshold is determined mathematically or experi-
mentally so as to maximize the probability of
tamper detection subject to a given probability of

Fig. 4. The inter-block relationship in the pinned sine transform.

false alarm. When a mismatch is observed, there
may be confusion in identifying the tampered block
between the two paired macro-blocks. Assume that
the tampering is localized and manipulation of one
sub-block disturbs the DCT polarity information of
the whole macro-block, we decide some sub-block
in X, was tampered, if the watermark extracted
from X, does not authenticate this sub-block, while
all of the sub-blocks of X, cannot be authenticated
by watermarks extracted from X,,.

If some parts of the watermarked image were
detected to be removed or destroyed, they would be
automatically restored using the method described in
Section 2.1. The macro-block containing tampered
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blocks is viewed as an irregularly sampled signal
with lost samples on the locations of the tampered
blocks. The tampered blocks are then restored using
the following algorithm:

Algorithm 3. Restoration of tampered blocks.
it X0 = 2¢X,
XD = X0

where the projection operator £ is as that defined in
Eq. (4), and 2 is spatial domain projection defined
by

0 ifned,
20V =9 yn) if n¢A, (14)

with 4 denoting the tampered sub-blocks detected
in the authentication stage. The polarity informa-

a

K-
o

R

tion, I'(u,v), has been extracted from the paired
macro-block of the tampered macro-block.

2.4. Minimization of the probability of false alarm

In practice, the DCT domain polarity informa-
tion extracted from the macro-blocks may change
after its contained sub-blocks are watermarked.
This leads to false alarm during image authentica-
tion. False alarms also occur when images are
subject to lossy transcoding or other common image
processing operations which are viewed legitimate
since they preserve the content of the images.
Therefore, two compensative schemes are developed
to minimize the probability of false alarm. Firstly, a
detection process is performed immediately after the
embedding. If a false alarm occurs on any block, an
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Fig. 5. The testing images: (a) Lena; (b) Singapore; (c) Traffic; (d) Chart.
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iterative embedding procedure is performed on
those blocks based on the newly extracted polarity
information.

The second solution is to be executed in the
authentication process. When the system detects
“wrong’’ blocks, a verification process is activated
before outputting the final tampered block alarm.
The verification process is a variation of the
restoration process:

Algorithm 4. Verification of tampered blocks.
InitX© =X,
XD = xX®

This iteration procedure is performed on the
detected “‘wrong” block for # times and the restored

a

result is compared with the input test image. In a
false alarm case, since the initial guess of the
restoration is supposed to be the true content, the
restoration process hardly changes the image. It is
judged by the system as a false alarm if the PSNR of

Table 1
Comparison of the PSNRs (dB) of the watermarked images
Image Proposed Fridrich 1 Fridrich 1 Fridrich 2
method (1 LSB) (2 LSBs) (differential
coding)
Lena 36.73 50.43 43.78 33.10
Singapore 35.91 51.12 43.80 32.21
Traffic 35.19 51.06 4391 31.57
Chart 38.03 54.02 46.65 29.23

on B W Mo

Fig. 6. The watermarked images: (a) Lena; (b) Singapore; (c) Traffic; (d) Chart.
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Fig. 7. Simulation results: (a) the tampered image; (b) the authentication result; (c) the restored image after 5 iterations; (d) the restored

image after 20 iterations.

the restored image compared to the input test image
is larger than a threshold T',. For the consideration
of computational complexity of the system, 7 should
be kept the minimum number which provides
discrimination between tampered blocks and true
blocks. In our experiments, we found 5 =3 is
enough for this purpose.

2.5. Security against malicious attacks

The most important security issue for authentica-
tion watermarking system is the block replacement
attacks [8]. The attacker would replace a water-
marked block by another block which is embedded
with the same watermark pattern with the target
block. The system would fail to detect this tamper-
ing since the extracted watermark is unaffected.
For such attacks to succeed, the assumption is that
the attacker possesses some knowledge about the

watermark patterns. In our proposed system, it is
possible that the attacker would change the content
of a sub-block while keeping the polarities of the
pinned sine transform coefficients unchanged.

To solve this problem, we can pseudo-randomly
select the coefficients for embedding so that the
possibility that the attackers succeed in identifying
the target coefficients would be minimized. Another
solution to avoid such attacks is to introduce inter-
relationship between the watermarked blocks. In
our scheme, we exploit the intrinsic inter-block
dependence in PST to detect the above counter-
feiting attacks. The “PST style” encoding® intro-
duces an inter-block relationship to the pinned sine
transformed images as shown in Fig. 4. Thus, block
replacement counterfeiting attacks can be exposed

“Refer to Egs. (15)-(24).
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Fig. 8. Simulation results: (a) the tampered image; (b) the authentication result; (c) the restored image after 5 iterations; (d) the restored

image after 20 iterations.

by this encoding style since the counterfeiting of one
block affects all the surrounding blocks. As a
tradeoff, the above mentioned inter-block relation-
ship may result in decreased localization accuracy,
that is, the system would fail to localize the
tampering in a single sub-block. Our solution is to
use Algorithm 4 to verify any reported “‘false block™
and minimize the probability of false alarm.

3. Simulation results and performance analysis

In this section, the performance of the proposed
method is evaluated. In our experiment, the para-
meters were set as follows: n =8, m=3, { =6,
A=10,y=0.5 =3, and T, = 20dB.

Comparison with existing techniques has also
been performed. The 256 x 256 gray-scale images as
shown in Fig. 5 were used to test our method.

3.1. The quality of watermarked images

The watermarked images are given in Fig. 6 and
perceived identical to the original images. Table 1
shows the comparison of PSNRs of the water-
marked images with those of Fridrich methods [6]
(LSB embedding methods using 1 bit and 2 bits,
respectively, and the differential coding method). As
expected, the proposed method introduced rela-
tively more degradation than the LSB methods;
however, the quality is far better than the differ-
ential coding method.

3.2. Authentication and restoration
The watermarked image Fig. 6(a) was modified as

shown in Fig. 7(a): the flower on Lena’s hat was
removed. As shown in Fig. 7(b), this modification
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Fig. 9. Simulation results: (a) the tampered images; (b) authentication results; (c) restored images by the proposed method; (d) restored
images by Fridrich method 1 (1 LSB); (e) restored images by Fridrich method 1 (2 LSBs); (f) restored images by Fridrich method 2.

Table 2
Comparison of the PSNRs (dB) of the restored portions in Fig. 9

Table 3

Probability of false alarm of the authentication process

Attacks Proposed Fridrich 1 Fridrich 1  Fridrich 2
method (1 LSB) (2 LSBs) (differential

coding)
Col. 1 22.80 17.70 21.50 28.82
Col. 2 20.56 17.41 21.01 29.00
Col. 3 15.98 17.23 20.14 28.99

was accurately identified by the authentication
scheme. The restoration result after five iterations
is shown in Fig. 7(c), which is still not recognizable
with PSNR = 13.36dB. Fig. 7(d) shows the restora-

JPEG compression

Other attacks

Quality Py Attacks Py

QF =90 0.0000 Gaussian filtering 0.0000
QF =70 0.0000 Unsharpening 0.0000
OF =50 0.0069 Contrast enhancement 0.0000
QF =30 0.0127 Salt & pepper noise 0.0054
QF =10 0.0138 Median filtering 0.0090

tion result after 50 iterations which is significantly
more recognizable with PSRN = 23.30dB. Fig. 8
illustrates another example. The bridges in Fig. 6(b)
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Fig. 10. Simulation results: (a) the tampered images; (b)
authentication results; (c) restored images by the proposed
method; (d) restored images by Fridrich method 1 (1 LSB);
(e) restored images by Fridrich method 1 (2 LSBs); (f) restored
images by Fridrich method 2.

were removed and resulted in Fig. 8(a). Fig. 8(b)
shows the authentication result, and Figs. 8(c) and
(d) show the restoration results after five iterations

Table 4
Comparison of the PSNRs (dB) of the restored portions in
Fig. 10

Attacks Proposed Fridrich 1 Fridrich 1 Fridrich 2
method (1 LSB) (2 LSBs) (differential
coding)
JPEG 16.21 6.94 6.83 11.33
(QF =90)
JPEG 16.19 6.35 6.42 4.66
(QF = 80)

and after 50 restorations. The PSNR values are
13.84 and 18.13 dB, respectively.

We also compared the performance of our
proposed scheme with previous methods. In the
watermarked image Fig. 6(c), the licence numbers
were maliciously modified. As illustrated in Fig. 9(a),
modifications with different area sizes were per-
formed. The authentication and restoration results
are shown in the Figs. 9(b) and (c), respectively. We
observe that the tampered blocks were accurately
detected and the restored results were visually
acceptable. Figs. 9(d)-(f) show the restoration
results by Fridrich methods for a comparison, and
Table 2 shows the PSNRs of the restored portions.
We observe that the proposed method out-per-
formed the LSB methods. The differential coding
method obtained better restoration results than
the proposed method here; however, as shown in
Table 1, the visual quality of the watermarked
images resulted from differential coding was not
satisfactory. We also found that, in our proposed
method, the quality of the restored image degrades
when the area of the tampered portion becomes
larger. This problem can be solved by increasing the
size of macro-blocks, although this will also increase
the computational overhead.

To test the probabilities of false alarm of the
authentication caused by various image processing
operations, after modification of contents, the
images were further degraded by other acceptable
manipulations. Table 3 lists testing results obtained
on an image database of 1000 images. It can be
observed that our scheme maintains a low prob-
ability of Ppy<0.01 for JPEG compression with
QOF =50 and other processing attacks including the
median filtering, which is considered to be very
difficult for the successful detection of watermarks.

Fig. 10 shows the restoration results after both
content alteration and JPEG compression. Some
portion in Fig. 6(d) was removed and the image was
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further JPEG compressed. The first column in
Fig. 10 illustrates the results after JPEG compres-
sion with quality factor of 90%, and the second
column illustrates the results after JPEG compres-
sion with quality factor of 80%. The LSB embed-
ding methods failed to restore the removed parts.
The differential coding method survived the 90%
JPEG compression; however, it failed when the
quality factor decreased to 80%. The proposed
approach achieved acceptable result with PSNR of
approximately 16dB. The PSNRs of the restored
parts are listed in Table 4.

A benchmark evaluation of the robustness of
restoration using 1000 images was also performed
and the results are reported in Table 5. As
illustrated in Table 5, for the proposed approach,
satisfactory results (e.g., PSNR of approximately
20 dB) are assured, except for the extreme situations
of JPEG compression with QF = 10 and median
filtering. In all the cases, the proposed method
obtained far better results than Fridrich’s methods.

3.3. Convergence of restoration process

The convergence of Algorithm 4 was investigated
on a database of 1000 natural images as shown in
Fig. 11. During the evaluation, we set n = 8, m = 3

Table 5
Robustness of the self-restoration

PSNR of restored blocks (dB)*

Proposed Fridrich 1 Fridrich 1 Fridrich 2

method (1 LSB) (2 LSBs) (differential)

JPEG compression
Quality

QF =90 23.94 5.30 5.67 14.4

QF =170 22.75 5.48 5.73 7.49

QF =50 22.56 5.13 5.66 7.42

QF =30 19.27 5.13 5.76 7.42

QF =10 13.65 4.81 5.04 7.95
Other attacks
Attacks

Gaussian 22.62 5.99 5.94 8.71
filtering

Unsharpening 20.03 5.00 5.17 8.04

Contrast 22.63 3.54 3.50 8.43
enhancement

Salt & pepper 20.87 19.01 17.17 14.59
noise

Median 12.5 8.05 7.48 8.78
filtering

4Compared with the original unwatermarked image.
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Fig. 12. Different locations of tampered sub-blocks within a
macro-block with m = 3.

and £ = 6. After the images were watermarked as
described in Section 2.2, each sub-block was set to
be null and restored based on Algorithm 3.

We group the tampered sub-blocks into three
types: the blocks inside a macro-block, those on the
boundary of a macro-block and those on the four
corners of a macro-block as illustrated in Fig. 12.
An average result is reported for every group. We
notice that the restoration process is insensitive to
the locations of the blocks. Moreover, the PSNR of
the reconstructed block converged to a satisfactory
value (>27dB) after approximately 50 iterations.

4. Conclusions and future work

In this paper, a semi-fragile watermarking meth-
od was proposed for automatic image content
authentication and restoration. The problem of
restoration of tampered images was expressed as an
irregular sampling problem. The tampered image
can be reconstructed through iterative projections
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onto convex sets. Prior knowledge was hashed into
the watermark signal and embedded into the pinned
field of PST of the original image. Experimental
results showed that accurate authentication and
restoration were assured under lossy transcoding
and other common image processing operations
such as filtering. Our future work will focus on the
problem of reconstructing tampered images with
larger tampered arca with watermarking. The
current work can be viewed as a new perspective
in unifying the watermarking, authentication and
restoration problems into an integrated field that
would help in improvements of the tampering
detection accuracy and the robust restoration.
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Appendix A. The pinned sine transform

An image X is partitioned into non-overlapping
blocks of size N x N as shown in Fig. 13. Let us
consider a typical block Xy, ,, where m and n are the
coordinate numbers of this block, we define its
corner response as
Cun = {C11, C1N, CN1, CNN) (15)

and its boundary response as

bm,n = {blx; by, bylabyN} (16)

as illustrated in Fig. 13. The corner response is

obtained using the corner function:

Copn = CXyp :m—1<us<m+ 1,n—-1<v<n+ 1]
(17)

More specifically, the corner function is defined as

follows:

¢ Xm,n(la 1) + mel,nfl(N, N) + xmfl,n(Ny 1) + Xm,nfl(lsN)
11 = 5
4

oy = xm,n(]a N) + X,n,]’n(N, N) + Xm—].rHrl(Na ]) + xm,n+l(1s ])
IN = 2 R

— Xm,n(N, N) + xm,n—l(N, N) + Xm+l,n—l(la N) + Xm+l,n(l’ 1)

CN1
4

1
(m-1,n-1) (m-1,n) | (m-1,n+1)
b1.(7)
‘11 CIN
~z
= =3
(m,n—l) > (m7n) Zm % (m7n+1)
] Q Z
CN1 bNuL(l) CNN
New bdry New corner
(m+1n-1)| (m+1n) | (m+1n+1)

J
Fig. 13. The dual-field decomposition in PST for a typical block.

_ xm,n(N, N) + Xm,n+l(Na 1) + Xerl,Vl(laN) + Xm+l,n+l(19 1)

CNN 4
(13)

and the boundary response is defined by the
boundary function

by, =B[Xyp :m—1<us<m+lLn—1<v<n+1]

(19)

which is further defined as
Xm,n(la l) + Xm—l,n(N> l)

blx(l) = 2 >

bNx(i) — Xm,n(Na l) +2Xm+l,n(la l) ,
. Xm,n(ja 1) + Xm,n—l(ia N)

by](]) == 2 )

byN(i) _ Xm,n(ja N) ‘me,n-#—l (ja 1) ) (20)

As we can see from Egs. (17)—(20), the processing of
one block should involve all the blocks surrounding
it, and we can observe in Fig. 13 that in a sequential
processing of blocks, only one new corner ¢yy and
two new boundaries by, and b,y are required to be
computed for a new input block.

The boundary field of x,,, is achieved by the
pinning function [14]:

an’n = ,g)],/‘/‘[cm,n; bm,n]' (21)
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Corresponding to the above general form, the
specific form of the pinning function is defined as
follows:

. (civ — )i — )
XD i) = Xpu(1,1) 4 ——— 2

N

(enyi —en)G—3
A

(cnn+evy —eni —an)i—HG -3
+ N2
L &0+ () — g (D)

N

+ g,() + (hy(fiv— g,(N)i — %’ 22)

where

£.(0) = bys(i) - (ch yo—em <,~ _ ;) )
()= b0 — (e + L (1)),

‘NN — C 1
g,() =byn() — (CIN +w (j - 2))

ho) =bag)— (r+ 20 (5-1)) @

are the pinned boundaries. The pinned field xJ , is
then given by

b
Xﬁun = Xmn — Xm,n‘ (24)

Next, we perform a sine transform to this pinned
field block as follows:
X = Syxh S\, (25)

m,n

with Sy defined as in Eq. (10).
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